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World-class security is now included in LogMeIn Central. Take control and mitigate the risk of cyber threats with our robust 
security module that includes application updates, Windows updates, and now, LogMeIn Antivirus. Powered by Bitdefender,  
our market-leading security programming delivers peace-of-mind for customers looking to protect their valuable data.

Feature Benefit

Anti-Malware   
Machine learning anti-malware keeps you safe 
from known and emerging threats

•	 �Allows user to perform and schedule scans to examine 
endpoints in depth for viruses, including memory, hard 
drive, file systems, and external devices connected to 
the computer (i.e., USB flash drives)

On-Demand Scan 
Examines the computer for all viruses, including 
scanning memory, hard drive and external 
devices connected to the computer  
(i.e., USB flash drive)

•	 �Defend your systems against viruses and malware with 
full-scan protection

•	 Gain visibility into any potential threats

Quick Local Scan    
Examines virus-infected parts of the computer 
that are often targets of threats

•	 Pulse common targets for potential threats
•	 Keep a constant watch on your critical systems

On-Access Scan    
Continually inspects the computer’s memory and 
file system for threats

•	 �Doesn’t let a virus go unnoticed between scans

Scheduled Scan 
Set up scheduled full scans using central policies

•	 �Minimize end-user interruption by scheduling your 
scans to run at convenient times.

Advanced Threat Protection    
Detect threats before they’re publicly known 
using heuristic algorithms

•	 �Watch for suspicious activity without interfering with 
system capabilities

Policy Assignment    
Configures settings centrally for groups of 
computers, including scanning profiles and hiding 
antivirus from the end user

•	 �Customize your antivirus protection to meet the needs 
of your organization

•	 Apply Silent Mode to hide antivirus from end-users

Device Control   
Select to automatically scan or block USB drives 
when connected to your computers

•	 �Automatically scan USB drives to identify  
malicious software

•	 �Block USB drives to prevent users from accessing or 
exporting to a USB

Anti-Phishing   
Identifies phishing content contained in websites, 
email, or other forms and blocks the content

•	 �Protects your end-users from sophisticated  
phishing attempts

Traffic Scan    
Scans HTTP traffic for Malware

•	 Extends protection protocols to HTTP traffic

Whitelisting   
Enables users to give administrator-approved 
addresses system access. Whitelisting allows 
users to specify URLs that are considered safe 
and should not be scanned or blocked by anti-
phishing or traffic scans

•	 �When setting policies for anti-phishing and traffic 
scans, maximize security with the ability to customize 
your security parameters utilizing Content Control

•	 Block known phishing sites and malicious content  
from the web

•	 Whitelist URLs to ensure mission critical sites are  
not scanned

Exclusions   
Excludes folders or files from all scanning 
through central policies

•	 Make your antivirus fit your requirements

Suspend Antivirus  
Temporarily disable antivirus on machines

•	 �Allows you to install specific software that may be 
blocked by the antivirus or firewall

Firewall    
Controls computers’ access to the network and 
to the Internet

•	 ��Allow access for known, legitimate applications while 
safeguarding your system

•	 �Protect against port scans and restrict unauthorized        
connection sharing

Antivirus Alerts   
Provides real-time antivirus alerts through 
Central’s proactive alerting feature

•	 Stay on top of your risks with real-time alerts
•	 Never let an attack go unnoticed

Update Virus Definitions   
Updates virus definitions to reflect deviations in 
known threats

•	 Keep up to date with the latest threats 
•	 �Protect your endpoints by preventing new threats from 

accessing your systems
•	 Stay one step ahead of hackers

Installation & Activation    
Replaces the computer’s current antivirus 
solution* and installs LogMeIn Antivirus

•	 �Install LogMeIn Antivirus right through your  
Central dashboard

•	 �Only three clicks to add protection to your endpoints

Reporting    
Reports on antivirus status (included in the 
Central Executive report)

•	 �Gain instant insight into how your antivirus performs
•	 Keep track of key antivirus metrics
•	 �Analyze the value of antivirus with key  

decision-makers

Multiple Policy Assignment    
Assigns differing antivirus policies to different 
groups in your organization

•	 �Customize your antivirus protection within  
your organization

•	 �Gain the flexibility to assign the coverage you require

Learn More
Visit us at logmein.com/central

*LogMeIn Antivirus removes only Kaspersky software. All other antivirus software must be removed manually.

Do more to protect 
your users from threats.
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